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1. Overview

The “WiFly” radio module is a complete stand al@mebedded wireless LAN access device. The device
has on board TCP/IP stack and applications. Rieguanly 4 pins (POWER, TX, RX, GND) to design in.
Once initial configuration is set, the radio camoaoatically access the WiFi network and send/rexeiv
serial data over UART.

Fully Qualified and Wi-Fi Certified 2.4GHz IEEE 802b/g transceiver
High throughput, up to 4Mbps sustained data ratk WCP/IP and WPA2
Ultra-low power (4uA sleep, 40mA Rx, 210mA max Tx)

Small, compact surface mount module

On board ceramic chip antenna and U.FL connectaXternal antenna
8 Mbit flash memory and 128 KB RAM

UART and SPI (future) data/control interfaces

10 general purpose digital I/0

8 analog inputs

Real-time clock for wakeup and time stamping/datging

Accepts 3.3V regulated or 2-3V battery with on lablaoost regulators
Supports Adhoc and Infrastructure mode connections

On board ECOS-0S, TCP/IP stacks

Wi-Fi Alliance certified for WPA2-PSK

FCC / CE/ ICS certified and RoHS compliant

Features
- Host Data Rate up to 1 Mbps for UART, 4Mbps SPI

Memory 128 KB RAM, 2 MB ROM, 2 KB battery-backed mery, 8 Mbit Flash.

Intelligent, built-in power management with prograable wakeup

Can be powered from regulated 3.3VDC source oBDYV-batteries

Real time clock for time stamping, auto-sleep amw-avakeup modes

Configuration over UART or wireless interfaces @ssimple ASCIl commands

Over the air firmware upgrade (FTP), and dataup&ad.

Secure WiFi authentication WEP-128, WPA-PSK (TKNRPA2-PSK (AES).

Built in networking applications DHCP client, UDBNS client , ARP, ICMP ping, FTP, TELNET,
HTTP

802.11 power save and roaming functions
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2. Hardware Interface

See the specific module data sheets on the Rovtgdtks website for hardware specifications, ayduia
information.

2.1. Power
There are two options for powering the RN-131G niediirectly.
DC SUPPLY:
Apply 3.3 VDC power to VBATT (pin 20), and V3.3Iif 21).
Tie 3.3VREG-IN (pin 18) to GROUND.
Leave 3.3V-REG-OUT (Pin 17) floating/no connect.
BATTERY:
Apply battery = 2.0 to 3.3VDC to VBATT (pin 20).
Leave V3.3IN pin 21 floating/no connect.
Tie pin 17 to pin 18. (This enables the on boartteya boost 3.3V switcher).
There is a built-in brownout monitor which will dhdown the chip when the voltage drops below 2.0CvD
WARNING : Do NOT exceed the voltage ratings damage tortbeule will result.
#1: The Sensor inputs SENSO-7 are extremely seagdiover voltage. Under no conditions should
these pins be driven above 1.2VDC. Placing antagel above this will permanently damage the
radio module and render it useless.

#2: Placing 5VDC or any voltage above 3.3Vdc ifit® YDD pins of the module will permanently
damage the radio module.

#3: Placing 3.3Vdc into the PI1O’s while they areasoutputs will permanently damage the
module. The failure mode is a short across GND\ADG.

2.2. Reset

Reset is active LOW and is optional/does not nedgbtconnected. The reset pin is 3.3V toleradthas
an internal pull up of 100K to the VBATT.

2.3. UART

Connect a common ground when using the externaRDXinputs.

For a 3 wire DB-9 interface (connect TX, RX, GNDyn
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Factory default is hardware flow control disabl€d;S and RTS are not required.

P1O’s are not 5.0 VDC tolerant. If using a 5.0 VPiecuit, input, PIO and UART input pins require a
resistor divider. A suggestion is to use a 10Kstes in series with 20k resistor to ground.

2.4.Status Indictors

P1O 4, 5 and 6 are active high and can be connégtexternal LEDs to provide network, connectiod an
data status.

Condition  PlO6=Red LED PlO5=Yellow LED PlO4=Green LED
ON solid Connected over TCP
Fast blink Not Associated Rx/Tx data transfer Nadfdiress
Slow blink IP address OK
OFF Associated

3. Configuration

3.1.Entering Command Mode

Upon power up, the device will be in data mode efter command mode, exactly the three charaf®$s
must be sent. The device will respond wWitkiD .

While in command mode, the device will accept AS@ties as commands.
To exit command mode, seedit<cr>. The device will respond with “EXIT”.

Parameters, such as the SSID, channel, IP ad@esal Port settings, and all other settings caniéeed
and configured in command mode.

ASCII characters can be sent through a terminal@&euconnected to the UART or via Telnet. When
using the UART communications settings should m#telsettings used when RN-131g connects, for
example: the default is 9600 baudrate, 8 bits, Bidty? 1 stop bit, and hardware flow control disabl

Use TeraTerm as your terminal emulator. Pl&29eNOT use HyperTerminal as it is known to have issues
with our products. TeraTerm can be downloaded foomwebsite:
http://www.rovingnetworks.com/support/teraterm.zip

Type$$$on in the terminal emulator. You should s€MD” returned to you. This will verify that your
cable and comm. settings are correct. Most validroands will return anAOK”, response, and invalid
ones will return alERR” description.

To exit command mode, typéexit‘<cr>.
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NOTE: You can enter command mode locally over the UAR®&rface at any time when not connected,
and also when connected if the appropriate setangenabled.

Remote configuration using ADHOC mode

Using adhoc mode to configure the device elimindiesneed for the module to be associated with a
network access point. In adhoc mode the modelates it own “on demand” network that you can
connect to via your computer like you would to atlyer network.

To enable adhoc mode via hardwareP€9 high (3.3V) at power up. On the RN-134 PIO9 isloeJ1
jumper block. When the module powers up with P§@8high, the WiFly module creates an adhoc
network with the following

SSID: WiFly-GSX-XX where XX is the final two bg$ of the devices MAC address
Channel: 1
DHCP: OFF

IP address: 169.254.1.1
Netmask: 255.255.0.0

With the adhoc jumper in place the above settingsrale the current saved configuration settings.

From your computer, connect to the WiFly-GSX-XXwetk. This is an open network which does not
require a pass phrase or pass key. Note: cwyrén&lWiFly only supports OPEN mode for creating@al
networks.

NOTE: It may take a couple of minutes for Auto HiPWindows to assign an IP address and conneceto th
network. You can check IP address of your Windoammputer by running thpconfig command in the
command window. If connected, this command willshou the IP address and net mask for your
computer.

The IP address assigned by Auto IP must be onuivees 169.254.x.y otherwise the WiFly GSX module
will not be accessible.

NOTE: If your machine has both a wireless and wineerface hardware you will need to disable theedi
LAN interface hardware before connecting to thecadmetwork. If the wired LAN is enabled the congut
will assign an IP address that is not on the sarbhaet as the WiFly module.

Once connected and you have a good IP addresst telo the WiFly module on port 2000
telnet 169.254.1.1 2000
You should see the response “*HELLO*”

You can now enter command mode and configure thaduieo
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4. WiFly Command Reference

4.1.Command Syntax

Commands begin with a keyword, and have optionditdal parameters, generally space delimited.
Commands and optiorse case sensitive. Hex input data can be upper cgrloase. String text data, such
as SSID is also case sensitive.

The first command is fully decoded and must be detepOther command parameters can be shorted by
using only the first character.

For example,
set uart baudrate 115200is valid,
set uart b 115200 is also valid,
setu b 115200 is also valid, however,

s uart baudrate 115200 N©T valid.

Numbers can be entered as either decimal, (likQQabove) or HEX. To enter HEX, u@e<value>.
For example, the HEX value FF would be enteredx&$-0

4.2.Command Organization

Commands fall into 5 general categories:

SET COMMANDS Take effect immediately, permanently (save condriasued).
GET COMMANDS Retrieve the permanently stored information foplig to user.
STATUS COMMANDS See what is going on with the interface, IP stagtic.

ACTION COMMANDS Perform action such as scan, connect, discongiect,

FILE 10 COMMANDS Upgrade, load and save configuration, delete fd&s,

NOTE: You must save any changes made or the moduldoadl the previous settings upon reboot or
power up.
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When the system boots, all configuration dataasléal into RAM variables from the file called “cagifi
The set commands actually only modify the RAM copyariables in the system. In general, the IP,
WLAN and UART settings need a save and rebootke &fect, since they operate at boot up time. For
example you only associate, set the channel angogetip address once at power up.

Most of the other commands take effect immedidiké/the COMM settings and timers. This allows
temporary change of parameters “on the fly” to teatures, minimizes power usage and saves ontiash
write cycles.

Once all configuration is complete, the user mastghe settings using tsavecommand to store the
configuration data, otherwise it will not take effeipon reboot or reset. Multiple configuratioas de

stored by using theave <filename>ommand, and these configurations can be loadieg thdoad
<filename>command.

5. SET Commands

These commands begin with “set”. There are 6 negtegories.

Adhoc controls the adhoc parameters

Broadcast controls the broadcast hello/heartbeat UDP message
COMM communication and data transfer, timers, matchivagacters
DNS DNS host and domain

FTP FTP host address and login information

IP IP settings

Option optional and not frequently used parameters

Sys system settings such as sleep and wake timers

Time timer server settings

UART serial port settings such as baudrate and parity

WLAN wireless interface settings, such as ssid, chahseaurity options

5.1.Adhoc Parameters
set adhoc beacon <ms> sets the adhoc beacon interval in millisecordsfault is 100.
set adhoc probe <num> sets the adhoc probe timeout in seconds. Daf@@. This is the number

of seconds waiting for probe responses beforeadag “ADHOC is lost”
and disabling the network interface.

5.2. Broadcast Parameters

set broadcast address <addr>sets the address to which the UDP hello/heartibeasage is sent. The
default address is 255.255.255.255
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set broadcast interval <value>sets the interval at which the hello/heartbeaPUbessage is sent.

set broadcast port <port>

Interval is specified in seconds. The value isaskithat is compared to a
free running seconds counter. For example if irstlervOx7, a packet will
be sent every 8 seconds. The minimum interval vislde(every 2
seconds) and max value is Oxff (every 256 secoi@#jing the interval
value to zero disables sending UDP broadcast messahe default
interval is 7.

sets the port number to which the UDP helloftessat message is sent.
The default port is 55555.

5.3.COMM Parameters

set comm $ <char>

set comm close <string>

set comm open <string>

set comm remote <string>

set comm idle <secs>

set comm match <value>

set comm size <value>

sets character used to enter command mode. dllypised when “$$3$” is
a possible data string. Default is ‘$’. Care skdu taken when setting
this to note the new character as once this settisgved every
subsequent reboot will ignore “$$3$” and look foctar><char><char>".

sets the ASCI string that is sent to the locART when the TCP port is
closed. If no string is desired, use 0 as the rtriparameter. Max string
length is 32 characters. Default is *CLOS*

sets the string that is sent to the local UARTewthe TCP port is opened.
If no string is desired, use 0 as the <string> pa&tar. Max string length
is 32 characters. Default is *OPEN*

sets the string that is sent to the remote T@mtolvhen the TCP port is
opened. If no string is desired, use 0 as thenggtrparameter. Max string
length is 32 characters. Default is *HELLO*

sets the Idle Timer Value. This is the numbesefonds with no transmit
or receive data before the connection is closed autoatig. Default is O,
never disconnect on idle.

sets match character. An IP packet will be sanhdime the match
character appears in the data. Value is enterdteagecimal (13) or hex
(Oxd) of the of the ASCII character. Default isdsabled. The match
character is one of three ways to control TCP/Iekpaforwarding. The
others are size and timer. For more informatienssetion 10.1 on
System Timers and Auto Connect Timers and sectioh dn UART
Receiver.

sets the flush size. An IP packet will be ssatth time “value” bytes are
received. Default is 64 bytes. You should set Vaisie to the largest
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set comm time <num>

possible setting to maximize TCP/IP performancexiiam value =
1420 (at 9600) bytes.

NOTE: This value is set automatically when thedpate is set, in an
attempt to optimize the link. It is assumed thghér baudrates equates
to more data and hence the flush size is increased.

Flush size is one of three ways to control TCPAPKet forwarding. The
others are match character and timer. For moognmdtion see section
10.4 on UART Receiver.

sets the flush timer. An IP packet will be sénib additional bytes are
received for “num” milliseconds. Num is one milicsends intervals. 1 is
the minimum value. Default is 10 (10 millisecondSgtting this value to 0
will disable forwarding based on the flush timer.

Flush timer is one of three ways to control TCR#eket forwarding.
The others are match character and size. For imfmmenation see section
10.1 on System Timers and Auto Connect Timers

5.4. DNS Parameters

set dns address <addr>

set dns name <string>

set dns backup <string>

sets the IP address of the DNS sever. This &seitwhen using DHCP,
and needs to be set in STATIC IP or Auto-IP modes.

sets the name of the host for TCP/IP connections.

sets the name of the backup host for TCP/IP cdiomec

5.5. FTP Parameters

set ftp filename <file>

set ftp addr <addr>
set ftp remote <port>
set ftp user <name>

set ftp pass <pass>

sets the name of the file transferred when igsthe “ftp u” or “ftp g”
commands.

sets the ftp server IP address.
sets the ftp server remote port number (defadt).
sets the ftp user name for accessing the FMerser

sets the ftp password for accessing the FTReserv
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5.6. IP Parameters

set ip address <addr>

set ip backup <addr>

set ip dchp <value>

set ip flags <value>

sets the IP address of the WiFly GSX module. I{d¥Hs turned on, the
IP address is assigned and overwritten during &ssmt with the access
point. IP addresses are “.” delimited. Note tkigiiferent from the RN-
111b module which is space delimited!

Example: “setip a 10.20.20.1”

sets a secondary host IP address. If the primasyIP is not reachable
the module will try the secondary IP address if set

enable/disable DHCP mode. If enabled, the IPesfjigateway, netmask,
and DNS server are requested and set upon assaoaidth access point.
Any current IP values are overwritten.

DHCP Cache mode can reduce the time it takes ttila to wake from
deep sleep thus saving power. In cache modee#se time is checked
and if not expired, the module uses the previouseliings. If the lease
has expired the module will attempt to associatetiuse DHCP to get the
IP settings. DHCP cached IP address does notveuapower cycle or
reset.

Mode Protocol
0 DHCP OFF, use stored static IP address
1 DHCP ON, get IP address and gateway from AP
2 Auto-IP, generally used with Adhoc networks

DHCP cache mode, Uses previous IP address if
lease is not expired (lease survives reboot)
Reserved for future use

w

I

Set TCP/IP functions. Value is a bit mapped registDefault = 0x7.

o
—+

Function
TCP connection status. See note below
Bypass Nagle algorithm and use TCP_NODELAY
TCP retry enabled (42 total )
UDP RETRY (attempts retry if no ACK from
UDP)
DNS host address caching enabled
ARP table caching enabled
UDP auto pairing enabled
Add 8 byte timestamp to UDP or TCP packets

N[Ok~ W NEFO
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set ip gateway <addr>

set ip host <addr>

set ip localport <num>

set ip netmask <value>

set ip protocol <value>

set ip remote <value>

NOTE: When the link to an associated to an access iost while a
TCP connection is active, the TCP connection calefbvén hung/
inconsistent state. In some cases, the TCP coonewgtil not recover. In
version 2.20 and later, if the link to the accesisipis regained within 60
seconds, the TCP connection will survive.

With version 2.20 we have changed the operatidnit6fin the “ip flags”
register. Previously this bit specified the TCPyc@mction, but controls
the TCP socket function while associated on a netwo
If bit O is set (default) TCP connections are kapen when the
connection to the access point is lost.
If bit O is cleared (by setting “set ip flags 0x@+ example) then
when the connection to the access point is los{l&id is
connected, the connection will be closed.

sets the gateway IP address, If DHCP is turnedhengateway IP address
is assign and overwritten during association widdccess point.

sets the remote host IP address. This commamkds for making
connections from the WiFly module to a TCP/IP seatehe IP address
<addr>.

sets the local port number.

sets the network mask. If DHCP is turned on, tenmask is assign and
overwritten during association with the access poin

sets the IP protocol. Value is a bit mappedrsgtilo connect to the
WiFly GSX module over TCP/IP such as Telnet theaemust have the
use the TCP Server protocol / bit 2 set. To acbefit TCP and UDP use
value = 3 (bit 1 and bit 2 set)

Bit Position Protocol

UDP

TCP Server & Client (Default)

Secure (only receive packets with IP address
matches the store host IP)

TCP Client only

HTTP client mode

AWl N |[P|O

sets the remote host port number.
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5.7.0ptional Parameters

set opt jointmr <msecs>

set opt sensor <mask>

set opt format <value>

set opt replace <char>

set opt deviceid <string>

set opt password <string>

Join timer is the time in milliseconds (default0) the join function will
wait for the an access point to complete the aatiooi process. This timer
is also the timeout for the WPA handshaking pracess

Bitmask value that determines which sensor pirsatople when sending
data using the UDP broadcast packet, or the HTUI® sample function.

settings for HTTP client/web server value is anlaipped register. See
Section 13 web server modes.

replacement character for spaces. The replacerhardcter is used when
entering SSID and pass phrases that include spdus.is used by the
WiFly GSX command parser only. Each occurrenchefreplacement
character is changed into a space. The defat#it i©®x24)

Configurable Device ID - can be used for storiagad numbers, product
name or other device information. This informatisisent as part of the
broadcast hello packet that is sent as a UDP. clilrent value can be
shown with the “get option” or “show deviceid” corands. Max string
size is 32 bytes. The default is “WiFly-GSX”.

TCP connection password. Provides minimal autbation by requiring
any remote device that connects to send and mathhleenge <string>.
When set, all newly opened connections must festishe exact
characters that match the stored password othetiags@/iFly module
will close the connection. When the password igree WiFly module
sends the string “PASS?” to the remote host. Adracters in the string
must be sent in one TCP packet. Max string si& ibytes. To disable
the password feature use string=0 which is theullefa

5.8.System Parameters

set sys autoconn <secs>

TCP mode: sets the auto connect timer. This camdncauses the module
periodically connect to the host. The timer <sedstermines how often

to connect to the stored remote host. If set thddmodule will only

make one attempt to auto connect upon power ugetifo 2 or greater
auto connect will re-open the connection afterdibienection is closed.
Default=0 disables.
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set sys autosleep <num> Sets the auto-sleep timer. 0 disables. Iptia¢ocol is set to UDP ONLY, this
timer is used as a quick sleep function. Devidésieep
<num> ms after transmission of the first UDP packet

set sys iofunc <value> sets the 10 port alternate functions. Bit-mappaidie. For more details
see section 10.5

set sys mask <mask> sets the 10 port direction mask. Bit-mapped gal&or more information
see section 10.5

set sys printlvl <value> sets numerous print functions. 0 = quiet, 1 =nemh information Default
is 1. Please refer section 10.6 on Setting Debing Rvels

set sys output <value> <mask>sets output PIO pins to HIGH or LOW. Bit-mappeduealOptional
mask only sets a subset of pins.

set sys sleep <secs> sets the sleep timer. 0 disables.

NOTE: If not using Sensor pins to wake the modoéesure to set the
wake timer before issuing the sleep timer or thelm@®will not wake up.

See section 10.1 for more details on using sysi@ers
set sys trigger <value> sets the sensor input(s) to wake on (0-3). Bippea value. 0 disables.

set sys wake <secs> sets the auto wake timer. 0O disables. See setlidnfor more details on
using system timers

5.9.Time Server Parameters
set time address <addr> sets the time server address. (SNTP servers)

set time port <num> sets the time server port number. Defaults tov2i8h is almost always
the sNTP server port.

set time enable <value> Enable or disable fetching time from the speciB®&dP time server.
Default=0= disabled. A value or 1 gets time ontg® on power up. Any
value > 1 gets time continuously every <value> rtesu
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5.10.UART Parameters

set uart baud <rate>

set uart instant <rate>

set uart raw <rate>

set uart flow <0,1>

set uart mode <value>

set the UART baud rate. Valid settings are {24%D0, 9600, 19200,
38400, 57600, 115200, 230400, 460800, 921600}.

Example : “set u b 9600” sets the baud rate t@36&ud.
NOTE: the RS232 interface on the RN-134 does mavkwbove 230400

This immediately changes the baudrate. Thiséul when testing baudrate
settings, or switching baudrate “on the fly” reniptehile connected over
TCP. This setting does not affect configuratioretu®ns the AOK
response, and then this command will exit commaaden

sets a RAW UART value. Used to set non-standatats. The lowest
possible baud rate is 2400.

Example : “set ur 7200” sets the baud rate tdd7#24ud.

sets the flow control mode. Default=0=off, 1=dhaare RTS/CTS.
NOTE: once flow control is enabled, it is importam to properly

Drive the CTS pin (active LOW enabled) If CTS is HIGH, data will
NOT be sent out the UART, and further configuraiiocommand mode
will be problematic as no response will be received

sets the UART mode register. This is a bit-mapyade.

Bit Position | Function

0 NOECHO - disables echo of RX data while in
command mode
DATA TRIGGER makes connection on RX data
RAW mode (TCP stack disabled )
Enable Sleep on RX BREAK signal
UART RX data buffer. See note below for details*

AIWIN|EF

*NOTE: When a TCP connection is closed, currently ifénerRX data in the UART receiver, it is held

until

1) more chars come in, in which case it will get flegdhor
2) no chars come in and a new connection is made thigechars will get forwarded.
If this setting is enabled (set uart mode 0x10y, amsent RX data is still in the buffer is flusheden a

connection is closed.

setuarttx <0, 1>

Disables or enables the TX pin= P1010 of the UARDisable will set
P1010 to an INPUT with weak pulldown.
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NOTE: Due to an issue in the UART hardware, theABT does not support even or odd parity.

5.11.WLAN Parameters

set wlan auth <value>

set wlan channel <value>

set wlan ext_antenna <0, 1>

set wlan join <value>

Sets the authentication mode. Not needed unkesg auto join mode 2.
i.e.set wlan join 2

Note: During association the WiFly module interregathe Access Point
and automatically selects the authentication mode.

The current release of Wifly firmware supports thescurity modes:
* WEP-128 (open mode only, NOT shared mode)

« WPA2-PSK (AES only)

* WPA1-PSK (TKIP only)

* WPA-PSK mixed mode (some APs, not all are sujgopr

Value Authentication Mode

Open (Default)

WEP-128

WPAL

Mixed WPA1 & WPA2-PSK
WPA2-PSK

Not Used

Adhoc, Join any Adhoc network

DO |IWIN|FL| O

sets the wlan channel, 1-13 is the valid rangafiixed channel. If0is
set, then scan is performed, using the ssid, fdhalchannels set in the
channel mask.

determines which antenna is active, use 0 for ahtpnna, 1 for UF.L
connector. Default = 0. Only one antenna is adiva time and the
module must be power cycled after switching theiand.

sets the policy for automatically joining/assoicigtwith network access
points. This policy is used when the module powsgxsincluding wake
up from the sleep timer.

Value Policy
0 Manual, do not try to join automatically
1 Try to join the access point that matches theedto

SSID, passkey and channel. Channel can be set to
0 for scanning. (Default)
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set wlan hide <0, 1>

set wlan key <value>

set wlan linkmon <value>

2 Join ANY access point with security matching thE
stored authentication mode. This ignores the stofed
SSID and searches for the access point with the
strongest signal. The channels searched can be
limited by setting the channel mask.
Reserved — Not used
Create an Adhoc network, using stored SSID, IP
address and netmask. Channel MUST be set.
DHCP should be 0 (static IP) or set to Auto-IP wijth
this policy. (unless another Adhoc device can act a
DHCP server)
This policy is often used instead of the hardware
jumper to creat a custom Adhoc network

AW

Hides the WEP key and WPA passphrase. Whenisptaging the wlan
settings shows ****** for these fields. To unhidkd passphrase or
passkey, re-enter the key or passphrase usingthdan key or set wlan
passphrase command. Default = 0, don’t hide.

sets the 128 bit WEP key. If you are using WiRAVPA2 you should
enter a pass phrase with the set wlan passphaseamn Key must be
EXACTLY 13 bytes (26 ASCII chars). Data is expecie HEX format,
“Ox” should NOT be used here.

Example : “setw k 112233445566778899AABBCCDD”
Hex digits > 9 can be either upper or lower case.

The Wifly GSX only supports “open” key mode, 128 keys for WEP.
WEP-128, shared mode is not supported as it is krtovbe easily
compromised and has been deprecated from the \Wikdards.

sets the link monitor timeout threshold. If setitor more, WiFly will
scan once per second for the AP it is associatdd Wihe value is the
threshold of failed scans before the WiFly decldfg3 is Lost”, de-
authenticates. The WiFly will retry the associatitased on the join
policy variable. A value of 5 is recommended, @®e APs will not
always respond to probes. Default is O (disabMdhout this feature,
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set wlan mask <value>

set wlan num <value>

set wlan phrase <string>

set wlan rate <value>

there is no way to detect an AP is no longer preseti it becomes
available again (if ever).

sets the wlan channel mask used for scanning elewith the auto-join
policy 1 or 2, used when the channel is set #dlue is a bit-map where
bit 0 = channel 1. Input for this command can bkeed in decimal or
hex if prefixed with 0x. Default value is Ox1FFall(channels)

sets the default WEP key to use. 1-4 is the valge.
Example : “setw n 2” sets the default key to 2.

sets the passphrase for WPA and WPAZ2 security siotlé4 chars. The
passphrase can be alpha and numeric, and is useglwith the SSID to
generate a unique 32 byte Pre-shared key (PSKghwhithen hashed into
a 256 bit number. Changing either the SSID @& vaiue re-calculates
and stores the PSK.

If exactly 64 chars are entered, it is assumedthtigientry is already an
ASCII HEX representation of the 32 byte PSK andvéiee is simply
stored.

For passphrases that contain spaces use the mneyglaceharacter $
instead of spaces. For example “my pass word” dvbel entered
“my$pass$word”. The replacement character carhbaged using the
optional commandget opt replace <char>

Example : “set w p password” sets the phrase.
sets the wireless data rate. Lowering the ratieeases the effective range

of the WiFly-GSX module. The value entered is mapaecording to the
following table

Value Wireless Data Rate

0 1 Mbit/sec

1 2 Mbit/sec

2 5.5 Mbit/sec

3 11 Mbit/sec
4-7 Invalid

8 6 Mbit/sec

9 9 Mbit/sec

10 12 Mbit/sec

11 18 Mbit/sec

12 24 Mbit/sec (default
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13 36 Mbit/sec
14 48 Mbit/sec
15 54 Mbit/sec
set wlan ssid <string> sets the wlan ssid to associate with. 1-32 chars.

NOTE: If the passphrase or ssid contain the SPACE (**
characterS, these can be entered using subgtittiiche “$” character.

For example, if the ssid of the AP is “yellow brickad”
You would enter “yellow$brick$road”

Using the ‘get w” command will properly displayethalue:
SSID=yellow brick road.

set wlan window <value> sets the IP maximum buffer window size. Defasilt460 bytes.

6. Get Commands

These commands begin with “get”. They displaydheent values.

get adhoc
get broadcast

get everything

display all adhoc settings.
will display the broadcast UPD address, portiatetval

displays all configuration settings, useful for dgb

get com display comm. settings.

get dns display DNS settings.

get ftp display FTP settings.

getip <a> display IP address and port number settin@gptional parameter just returns the
current IP address value.

get mac display the device MAC address

get option display the option settings like device ID

get sys display system settings, sleep, wake timers, etc.
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get time display the time server UDP address and port number
get wlan display the ssid, chan, and other wlan settings
get uart display the UART settings
ver return the software release version

7. Status Commands

These commands begin with “show”, and they rethendurrent values of variables in the system. neso
cases, for example IP addresses, the currentsvaheereceived from the network, and may not miieh
stored values.

show battery Displays current battery voltage, (only valid foowihg battery powered product like the
RN-370 and temperature sensors)

show connection Displays connection status in this HEX format: 8XY

Bit 13-16 9-12 7 6 5 4 0-3
location
Function | fixed | channel| DNS found DNS server Authen  Assoc BERUS
Value 8 1-13 l=resolved| 1= 1=0K | 1=0K 0= Idle,
contacted 1=Connected
3= NOIP
4= Connecting

show io Displays 10 pin levels status in this HEX form&ABC
Example: show ireturns 8103 indicates pins 0, 1 and 9 high level

show net <n> Displays current network status, association, auitation, etc. Optional parameter
displays only the MAC address of the AP currenfigaziated.

show rssi Displays current last received signal strength.

show stats Displays current statistics, packet rx/tx countets.

show time Displays number of seconds since last poweruplmwate

show g <0-7> Display the value of the an analog interface pamf O to 7. The value returned will be in

the format 8xxxxx where xxxxx is voltage in micodts sampled on the channel you
request with the 8 in front as a start marker.
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show q Ox1<mask>Displays multiple analog interface values at on€he channels displayed is controlled
by a bit mask which is proceeded by a Oxshere xx mask is the bit mask of the
channels. For example, to read channels 0,1, asehd,;

show q 0x183

Which returns 8<chan0>, 8<chanl>, 8<chan7>, \r\n
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8. Action Commands

$$$ enter command modeCharacters are PASSED until this exact sequence
is seen. If any bytes are seen before these draafier these chars, in a
250ms window, command mode will not be enteredthade bytes will
be passed on to other side.

close disconnect a TCP connection.
exit exit command modeExit command mode. “EXIT” will be displayed.
factory RESET Loads factory defaults into the RAM configuratid\ote that the

RESET must be capitalized This command also writes the settings out
to the standard config file. After this command thodule then needs to
be rebooted for settings to take effect.

join <ssid> joins the network <ssid>. If network is securityabled you must set the
pass phrase with tleet wlan phrasecommand prior to issuing thein
command

join # <num> join a network from the scan list. <num> is thérgmumber in the scan

list that is returned from the scan command.etfvork is security
enabled you must set the pass phrase witsghw/lan phrasecommand
prior to issuing thgoin command

leave disconnects the module from the currently assotiAtxess Point.
lookup <hostname> performs a DNS query on the supplied hostname.
open <addr> <port> opens a TCP connection to the given IP port andesddf no arguments

are provided, the device will attempt to connedhtstored remote host
IP address and remote port number. <addr> carbal®t DNS hostname
and will be resolved if entered.

Ping <g | h | i| addr> <num> ping remote host. Default sends 1 packet. Optignam> sends <num>
pings at 10 per second.

Ping 10.20.20.12 16 pings IP address 10 times
ping g pings the gateway, the gateway IP address is tbhdHCP

is turned on, otherwise it should be set withgbeip gateway <addr>
command
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reboot

scan <time> <p>

time

ping h pings the stored host IP address, the host IReasidan be set
with theset ip host <addreommand

ping i pings a known Internet server at www.neelum.cgrfirst
resolving the URL (proves that DNS is working amdyes the device has
internet connectivity).

ping 0  terminates a ping command

forces a reboot of the device (similar to power€yc

Performs an active probe scan of access pointHl @8 ahannels. Returns
MAC address, signal strength, SSID name, secordgle.

Default scan time is 200ms / channel = about 3rs#x0

time is an optional parameter, this is the time in msgbannel.

For example, “scan 30" reduces the total sgae tlown to about 1
second. This command also works in Adhoc modéheloptionalP
parameter is entered, the module will perform a&passcan, and list all
APs that are seen in passive mode.

Sets the Real time clock by synchronizing withtihee server specified
with the time server parameters (see section 5183 command sends a
UDP time server request packet.

9. File IO Commands

del <name> <num>

load <name>

Is

save

save <name>
boot image <num>

ftp get <name>

ftp update <name>

Deletes a file. Optional <num> will override thame and use the sector
number shown in the “Is” command.

Reads in a new config file.

Displays the files in the system

Saves the configuration to “config” (the detdue).
Saves the configuration data to a new fime
Makes file <num> the new boot image.

Retrieves a file from the remote FTP servdr<name> not specified, the
stored ftp filename is used.

Deletes the backup image, retrieves new imadeupdates the boot
image.
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10. Advanced features and Settings

10.1.System Timers and Auto Connect Timers
There are 2 timers that can be used to put the lmaddsleep, and perform a wake up.
If the sleep timer is enabled, the module will addically go into deep sleep, low power mode ohee t
timer counts down to 0. The sleep timer is disalifi¢he module has an IP connection, or the moduie
COMMAND mode. The timer is reset when characéeesreceived on the UART.
The sleep timer (which is the time the WiFly is &ejais a 32 bit number of seconds so it can begsds
1.19 million hours. The wake timer (which is thedi the WiFly is asleep) is a 22 bit number of sesmo
the maximum sleeping time is 1165 hours.
The sleep timer is set withset sys sleep <time>time=decimal in seconds.
The wake timer will bring the module out of deepeq.

The wake timer is set withset sys wake <time> time=decimal in seconds.

For example, if you wanted the module to wake ajm & network and be available to accept TCP
connections for 30 seconds every 2 minutes youaveell the timers as such

set wlan ssid my_net
set wlan passphrase my_pass
set sys sleep 30
set sys wake 90
save
reboot
UDP sleep, and Connection timers
There is another timer than can be used to pulleliece to sleep.
In UDP protocol mode, the autoconn timer is usedraauto-sleep timer.
Upon the start of transmission of the first UDPada&cket this timer will count down.
set sys autosleep <valuexJDP mode: sets the auto-sleep timer. 0 disables
the timer is decremented every xx millisecondsetiam the value of the comm flushtimer. Using a

minimum value of 2 (when the default flushtime=18)ms recommended to ensure
that the UDP packet gets transmitted. For largekets the value should be increased.
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In TCP-Client mode, the auto-conn timer is used asnnect out timer. If set, the device will auadically
attempt a connection when the timer expires.

set sys autoconn <secs>
In TCP-Client AND TCP-Server mode, there is alshsgonnect timer.

set comm idle <secs>sets the idle disconnect timer. This causesadisct if no transmit aeceive data
IS seen.

10.2.Wake on Sensor Input

SENSE 0 to 3 inputs are available to wake the mettoim sleep.

SENSE 0 to 3 pins have a small current sourceidlattivated in sleep mode. This source is apprately
100nA, and will cause the input to float up to abb@VDC. If SENSE1 for example, is enabled, pylin
the SENSEL1 pin to GROUND will wake the device.

To enable these inputs to wake the module, usedimnandset sys trigger <value>. The value is a bit-
mapped setting. To wake on sensor pin 2 seseys trig 4 for example. Setting the value to 0 disables all
sSensors pins.

Sensor inputs are rated 1.2VDC maximum. You mustauesistor divider when driving a sensor pin from
the other 3V pins such as RX. A resistor dividetwork with a minimum of 24K in series and 1@K t
ground from the UART RX or CTS pin should be used.

WARNING: Under no conditions should the voltage a any sensor input exceed 1.2VDC. Permanent
damage to the module will result.

An open drain FET is a good device to tie to th&lSE pin. The threshold is about 500mV. Additiona
pullup to 1.2VDC may be used if the circuit hasrapedance (due to leakage current) of less thanhbihgo
(500mv / 100nA). SENSE 0 to 3 pins that areusstd should be left unconnected.

10.3.Wake on UART

When the module is in sleep mode, the UART itsetfisabled. However, wake on UART can be
accomplished by connecting the SENSE1 pin to thedRf4 pin. (Using the appropriate divider ressstor
mentioned above)

The SuRF board (RN-134) has a built in resistordgivconnecting SENSE 0 and SENSE 1 to RXD and
CTS to allow waking up the module.

Note: On SURF board rev 2 the resistor pack comge&X and CTS signals is not correctly connected t
the sensors. To wake on UART RX place a jumpenfpin 3 on the Evaluation board header to pin 2 on
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the sensor header. To wake on UART CTS plgaenper from pin 10 on the Evaluation board header t
pin 3 on the sensor header.

To enable wake on RXD, uset sys trig 1.

It should be noted that the first (or possibly npid) byte sent into the module will likely be lpsb the
designer should take care to send a preamble dbytake up the module before sending valid datasbyfe
better way to do this is to use the CTS input t&emie module, and wait until it is ready to accigui.

To enable this, useset sys trig 2.

10.4.UART Receiver, RTS/CTS Hardware Flow Control

The UART receive buffer is approx. 1500 bytes, ahlbwer baudrates (less than 115K) the systenpcan
send data over TCP/IP without the need for flowticmn

Depending on the frequency and quantity of datanbsgnt comm parameters will optimize Wi-Fi
performance by specifying when the system seng&dRets. To minimize latency and TCP/IP overhead
use the flush size or match character to sendida@aingle IP packet. In most cases you will wiarget

the flush timer to a large number to avoid fragragah. For high throughput cases increase the UART
baudrate, set the flush size to 1460 and flushrtima large value so full IP packets are sent.

You can control the packet forwarding 3 ways:

set comm match <value> sets the value of the packet terminator. Eauk the match character is seen
an IP packet will be sent. "set comm match 0Xdt example forwards once a Oxd hex characteraa.se

set comm size <value>sets the flush size, the size is the number t@dseceived before forwarding.
maximum value = 1460 bytes which is the size dhgls Ethernet frame.

comm time <value>sets the flush timer, this is used to make sureahy partial data sitting the RX buffer
if no additional data is seen for “value” millisems. For example "set comm time 1000" would aitl
second after no data was sent.

When sending more than a few hundred thousand bytesingle transaction you should enable hardware
flow control. Your hardware will need to activetyonitor CTS.

Flow control is not enabled by default. Flow cohis set using with the following command.
set uart flow 1
It is possible to operate higher baudrates (grehaser 115K) without flow control if packets are fanm

and an application protocol is used to ensuredhah packet data is delivered on the remote sifteebthe
next packet is sent.
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However, given the uncertainty of packet delaya TCP/IP network and the affects of interferenad an
retries inherent in wireless networks, flow conisousually required whenever large, contiguousgjtias
of data are being written to the UART to guaramteelata is lost.

10.5.Setting GPIO direction, Alternate Functions and Disbling LEDs

The direction of the GPIO can be controlled wite GP1O mask using theet sys mask <valueeommand
to set the GPIO pin direction. Value is entered &&x number. If you need to set only one bihenmask
you need to read, mask and set the value. Othermis will over write any previous GPIO settings.

The hex value represents a bit mask that conteall pin where 1 = output and 0 = input. For exagae
sys mask OxGsets all pins to input.

To set only GPIO 6 and 7 for example, you wouldeesg¢t sys mask 0xcO
The default mask for WiFly = 0x20f0, which has GPIB, 8, 7,6,5,4 as Outputs.

GPIO 0-3 are used internally on the module.

GPIO 4, 5, 6 are LEDs.

GPIO 9 is reserved as the ARM factory reset/adhoden(read at power up) and otherwise general gerpo
input detect pin.

GPIO 10, 11 are the Uart RX, TX pins and TX doesneed to be masked as an output.
GPIO12 is CTS (input) if used.
GPIO13 is RTS (output) if used.

Theget syscommand will show the setting of the GPIO mask.

<2.09>get sys
SleepTmr=......
loFunc=0x0
loMask=0x21f0
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The table below shows the usage of the GPIO pitts tveir default state and functionality.

Bit
Position

13

12

11

10

Signal GPIO-13 | GPIO-12 | GPIO-11 | GPIO-10
Nagme UART UART UART- UART- GPIO9 | GPIO8 | GPIO7 | GPIO6 | GPIO5 | GPIO4 | N/A | N/A | N/A | N/A
RTS CTS RX TX
Default
State Output Input Input Output Input Output | Output | Output | Output | Output | N/A | N/A | N/A | N/A
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54 o

AQV3Y ! waishs 82u0 MO ‘dNEIMOd U0 HOIH S809

10.5.1. 'Setting the alternate GPIO functions

The defaults for GPIO 4 5, 6 is to control the LEiDctionality. This default functionality can be
overridden to allow user programmable 10 or altegri@® functionality by using theet sys iofunc
<value>command. Value is entered as a hex number.

The hex value represents a bit mask that contealk bit in the <value> represents a particular GpilO
If a bit is 0, then that GPIO is driven/read by tinmware per the default function.

The 10 function <value> is encoded as such:

Bit 10 DIRECTION | Function

0 GPIO-4 output Disable LED function so IO canused as GPIO

1 GPIO-5 output Disable LED function so IO canused as GPIO

2 GPIO-6 output Disable LED function so IO canused as GPIO

3 Not Used

4 GPIO-4 output HIGH once associated/authenticatebhave IP address.
5 GPIO-5 input Set HIGH to trigger TCP connectidt®W to disconnect.

6 GPIO-6 output HIGH when connected over TCP, LOWewdisconnected.
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NOTE. Bits 0-3 are mutually exclusive with the bit6. i.e. 0x77 is an illegal value.
If the LEDs are disabled using bits 0, 1, 2 abgee, can then use tlshow icommand to read these GPIO.

<2.21>showi will return
Port=30

For example, to use the alternate functions ot tBs, the sequence of commands would be:

set sys mask 0x2070 Il set mask for GPIO 6, dan

set sys iofunc 0x70 /I enable alternate functowrGPIO 6, 5 and 4
save /[ store configuration

reboot /I reboot the module

You can also use theet sys output <value> <mask>to drive GPIO output pins to HIGH or LOW.
(mask is optional, default sets all the pins ).

10.5.2. Controlling connections with GPI1O

In embedded applications it is useful to monitad aantrol the status of the TCP/IP connection.sTain
be done by using the alternate function for GPlar8 GPI10O-6.

With the alternate function for these GPIO set,rttuelule will connect to the stored remote hostdBrass
and port when GPIO-5 is driven high and disconmdwn driven low.

The TCP/IP connection status can be monitored &ging GPI0O-6, high = connected, low = not connected
Here is how to set the WiFly module to connect g$&i10-5 and GPIO-6

<2.20> set ip host <addr> // set the IP addoédise remote host

<2.20> set ip remote <port> // set the IP porthef temote host

<2.20> set sys iofunc 0x60 // set alternate tiondor GPIO-5 and GP10-6

<2. 20> save

<2. 20> reboot // the module must be rebootedheralternate settings to take effect

On the remote host run your application or othémsare that opens and listens on the <port>.
Connect GPIO-5 to your embedded processor or atirdrol signal. When GPIO-5 is driven high a
connection will be attempted. When drive low tharection will be closedBe sure to not to drive the

GPIO with more that 3.3 VDC or permanent damage tahe module will occur.

If the connection to the remote host is succe<3RIO-6 will go high. If the COMM OPEN and REMOTE
strings are set you should see the *OPEN* messagése UART and the *HELLO* at the remote host.
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10.6.Setting Debug Print levels

There are a number of print functions that canrabked to assist in debugging the operation andsstd
the module. The following command is used to w@rthese printouts.

set sys printlvl <value> sets additional print functions. Value is arb@pped register that controls which
printout messages are sent to the UART.

Print level Description
1 All status messages
2 only critical NETWORK AP connection level staigoutput, "Associated!" Or
"Disconnect from <ssid>"
4 DHCP and IP address status information Oncedhéguration has been checked; this
can then be turned off so that these messagestdoatedere with the data.

10.7.Using the Real Time Clock Function

The real time clock in the module keeps track efriimber of seconds since the module was powered on
and the actual time when synchronized with the shfié server. By default the module keeps traclkpof
time but does not synchronize with the time sesuece this requires being associated with a netwaak

can access the sNTP server.

The default SNTP server is at
ADDR=129.6.15.28:123
ZONE=7 (GMT -7)

Use theshow timecommand to see the current time and uptime
<2.20>show t

Time=08:43:10

UpTime=10 s

Time can be set by using tlime command
<2. 20>show t

Time NOT SET

UpTime=8 s

<2. 20>time
<2. 20>show t

Time=08:51:31
UpTime=15s
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NOTE: the WiFly module must by successfully asseciavith a network for the module to contact the
SNTP server.

Alternatively, the module can be configured to thet time whenever it powers up by setting the time
enable to 1. Any value greater than 1 gets tinmticoously every <value> minutes.

To configure the Wifly module to get time upon powe
<2. 20>set time enable 1
AOK
<2. 20>get time
ENA=1
ADDR=129.6.15.28:123
ZONE=7

To view a complete listing of the time variable tise command
<2.20>show t t
Time=09:02:10
UpTime=653 s
Powerup=1792 s
RTC=7753271426558 ms
timera=66885

10.8.Time Stamping Packets
This feature can be used to automatically appeogtes to a TCP or UDP packet.

setip flags 0x87 (enables timestamp and keeps other default setings

TIME STAMP (MSB to LSB)
User's TCP or UDP packet Data 63-56 55-48 47-40 339{ 31-24 23-16 15-8 7-0

The 8 bytes represents the 64 bit raw value oRib& Time Clock register. The data is appended
before calculating TCP checksum so it will pass thie TCP stack correctly. This register count32a768
Hz. If the timeserver function is enabled, the RS©uld accurately reflect the real time. Thigister is
also counting while in sleep mode.
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11. Sending data using UDP

11.1. Overview

UDP is a connectionless protocol. There is noahliandshaking between the hosts to set up the UDP
connection. There are no acknowledgements sertiteoseteiver for UDP packets that it receives. This
makes UDP an unreliable protocol, as there is raoaguee that the data will be correctly delivered.
However, due to its connectionless nature, UDRIited for applications that cannot tolerate too muc
latency but can tolerate some errors in data. Tnesson of video would be a good example of UDP
application.

To use UDP on the WiFly-GSX module, you will neecehable the UDP protocol using the command “set
ip proto 1”. You will also need to specify the ret® host IP address and the local and remote parbar

that you will use for UDP communications.

The commands to enable UDP data transfer are:

Associate to a network:

set wlan ssid <string> Il set the network name
set wlan phrase <string> /I set the passphrasé&/Rk and WPA2 modes

Set up the protocol and port number

set ip proto 1 /I enable UDP as the protocol

set ip host <ip address> /Il set the IP addressnebte host

set ip remote <port> /I set the remote port nunebewhich the host is listening
set ip local <port> /I set the port number onchiithe WiFly module will listen
save Il saves the settings in config file

reboot /I reboots the module so that the alsettings take effect

NOTE: If you attempt to send data by physically typitgu@acters on the keyboard or if your
microcontroller is not sending data fast enougl,WiFly module will send out packets with less data
bytes. To avoid this, set the flush timer to a kigbalue. By default, it is set to 10 millisecon¥su can
choose to either disable forwarding based on ftiuskr (use “set comm. time 0”) or set it to a higialue
(e.g. set comm. time 2000)

Since UDP is a connectionless protocol, data walit§lowing as soon as the module is rebootedikénl
TCP, itis not required to do an “OPEN?” for the nention to be established. The WiFly-GSX module act
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like a data-pipe, so the UART data will be sentrdatie Wi-Fi link via the UDP protocol (in this cgsend
the data coming over the Wi-Fi link (via UDP pratbm this case) will be sent to the UART.

11.2.UDP Auto Pairing

UDP auto pairing feature temporarily stores thetHi®saddress of the first remote device that seb®DR
packet into the module. This host IP addressiedtin the RAM which will not survive a sleep avger
cycle.

This feature allows the WiFly module to echo baxlkmy client that sends a UDP packet. To use this
feature, the host IP addresses and set the ip flags

set ip host 0.0.0.0
set ip flags 0x80

11.3.UDP Retry

This feature adds a level of reliability to the Upitocol without adding the complete overhead GPT
protocol. When enabled, the module waits for @oase on every UDP packet sent, (any UDP packet
coming back in). If the response packet is notiveceby approximately 250 ms, the same UDP packet i
sent out.

This continues until either
* A UDP response is seen, or
* A new UDP packet is sent from the module anckhawledged

To enable this feature, uset ip flags <value>

11.4.Using the UDP Broadcast function

The WiFly module can be setup to automatically gaeteeUDP broadcast packets. This is useful for a
number of reasons:
Some Access Points will disconnect devices thatllsitand don’t send any packets after a time.
Using the UDP broadcast informs the AP that Wiklglive and wants to stay associated.

This feature can be used by application progranasito-discover and auto configure the WiFly
module. If an application is listening for the UbPadcast, a number of useful parameters are
present in the package that can be used for astmadery. For example, the IP address and port
number of the WiFly are both part of the packet #ius the WiFly can be connected to and
configured remotely with this information.
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The MAC address of the associated AP, channelR8%l value are available in this packet, thus
enabling a simple location and tracking based fonct

By defaultthe WiFly module now sends out a UDP broadcasb®255.255.255 on port 55555 at a
programmable interval. The broadcast address gmarinterval are set using tteet broadcast
commands.

The format of the packet is: 110 bytes of data:

AP MAC Local TCP | Real Time | Battery time of Version and User Boot | SENSOR
address Chan RSSI port Clock Voltage GPIO pins day datecode DEVICEID time pins

Bytes Size

0-5 6 MAC adddress of AP that we are Associatdll (for location )

6 1 Channel we are on.

7 1 RSSI

8 2 local TCP port# (for connecting into the Wiflevice )

10 4 RTC value (MSB first to LSB last)

14 2 Battery Voltage on Pin 20 in millivolts (27&% example )

16 2 value of the GPIO pins

18 13 ASCII time

32 26 Version string with date code

60 32 Programmable Device ID string ( set optleviceid <string>)

92 2 Boot time in millisecand

94 16 Voltage readings of Sensaifsr@ 7 (enabled with “set opt format <mask>")
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12. Joining Networks and Making Connections

Configuring the module to make connections is asefoprocess. First you need to associate witit@sa
point (AP) and second you need to open a connection

To configure the module over the WiFi link is aaiten and egg problem. The module must be assdciate
to a network to connect to it and program the netwgettings. This problem can be solved by comitgu
the module from the UART or over the air using adhwde.

If configuring the module using adhoc mode, se¢éi@@d5. Once in adhoc mode open up a telnet windo
on IP address 169.254.1.1 port 2000

If configuring the module using the UART mode eithsing the RS232 or development board, open a
terminal emulator on the COM port associated witit deveice. The default baud rate is 9600, 8nlaits
parity.

12.1.Associate with a network access point

From within the terminal window, put the WiFly GSXodule into command mode by typing $$3$ in the
terminal window. You should get CMD back confirmipgu are in command mode.

Typeshow netto display the current network settings.

Now finding all available networks with tleeancommand

CMD
scan
{2.03>
SCAN:Found &
Num SSID Ch RSSI Sec MAC Address Suites

1 rovin -64 pen @0:1c:df : 4f :45:9e 124 4

2 NETGEAR ©1 -58 Oﬁen PQ:22:3f:6b:95:42 124 %]

3 B7FX12018434 @6 -73 EP ©0:18:3a:7e:71:d7 1104 %]

4 TheLoft B6 -51 WPAZPSK QB:0c:41:82:54:19 AESM-AES 110@ %]
S airlink-11 11 -53 HWPAv1 20:18:02:70:7e:e8 TKIPM-TKIP 3120 ac
6 sensor 11 -52 Open @@:1c:df :cc:aa:d8 166 1

If the network you’re connecting to is open, yon sanply use the join command to associate with the
access point. From the scan list above you caths¢eovingl is an open network access point.
Typejoin rovingl to associate with an access point.
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You could also have specified the rovingl accesst oy using the commarjdin # 1

If the access point is security enabled you wichéo set the pass phrase prior to issuingainecommand.
The RN-131G module will attempt to inquire and deti@e the security protocol of the access poing@o
do not have to set the authentication mode. Tthegbass phrase for WPA use the comnssidvian
phrase <string> For WEP set the key using thet wlan key <num>ommand.

Once you have successfully associated to the nktiieraccess point SSID is stored. This along thi¢h
pass phrase can be saved to the config file smttile can associate with the network each tinee it
booted up.

12.2.Making Connections

To make a connection into the module simply op#&? socket and connect to the IP address of the laodu
Telnet is a simple way to test this connectionnirio Telnet type open <addr> <port>. In the exampl
above the telnet command you look ligggen 10.20.20.62 20000nce open you can type characters into
the UART window and see them on the Telnet windowiga versa.

To make a connection from the module you will n#edddress and port number of your server
application. A simple program to test this funoabty is a COM port redirector. This software op&an
IP port and transfers all data it receives to aiipd COM port on your machine. A free com port
redirector program is available from Pirahétp://www.pira.cz/eng/piracom.htm

After installing and starting this program, note 1R address of the machine it is running on. sThan be
found by running ipconfig in the Microsoft commawthdow.

With the WiFly-GSX module in command mode, tygeen <addr> <port> The server will report the

connection is open and you can type characterdhet® ART window and see them on the server window
or visa versa.

12.3.Setting up Automatic Connections

Often, it is desired on power up (or wakeup) tamendtically connect out to a remote server, send, caitd
then disconnect. This can be configured to happgomatically.
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In the following example assume the network SSIBD security have been set correctly and autojoseis
to 1. This will also work in adhoc mode(autojoin However there will be delay in connecting to duoc
network from the remote computer so set the slieegrtiarge enough to allow the network to get seaind
the autoconn establish a TCP connection.

When the module wakes up or is powered on the antotimer will cause the module to attempt a
connection to the stored remote IP address and\pite this connection is open the sleep timet nok
decrement. While data is flowing the idle timetlwot decrement. Once data stops for 5 secorals th
connection will be closed. The sleep timer will thek in and put the module in deep sleep. Fintdby
wake timer will start the whole cycle again one atelater.

setip host X.X.X.X (' set up the IP address of the remote machine )
set ip remote_port num  (set up the IP port of the remote machine )
set sys autoconn 1 (automatically connect out after READY )
setcomidle 5 (disconnect after 5 seconds with no data actjvity
set sys sleep 2 (sleep 2 seconds after connection is closed )

set sys wake 60 (wakeup after 1 minute of sleeping )

UART data TRIGGER mode. (version 2.19) This mode will automatically mak&@ CP/HTTP
connection upon incoming UART data.

set uart mode 2

12.4.Controlling Connections using PIO5 and PIO6
P105 can be used to control the TCP connectionce@onfigured with the set system IO command the
module will attempt to make a connection to theestolP and PORT address when set high and will
disconnect when set low.

set sys io 0x20 (configures P1O5 to connect/disconnect )

You can monitor the connection status by readif@ePHigh indicates an open connection, low indisate
no connection. Use the command set system |0 tol@Rd06.

set sys io 0x40 (configures PIOG6 to represent the connectiorustat

12.5.Using DNS settings

WiFly contains a built in DNS client. If the IRldress of the host is not specified (i.e it iste€1.0.0.0) ,
DNS will be used. WIFLY will automatically attemnio resolve the host address
stored with the command:
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set dns name <string> sets the name of the host for TCP/IP connections.
Once the address is resolved an automatic connestibbe made.
To manually lookup the IP address of a host, usechmmand:

Lookup <string>  string is the hostname.

12.6.Utilizing the Backup IP address/connect function
WiFly contains a feature for auto-retry and redunwya If the first IP host address connectiorsfailthe
backup IP will be used (if set) . If this faflsr is not set) then the first DNS name will bedis If this
fails (or is not set) then the Backup DNS name ballused.
To set the backup IP address, use:
set ip backup <address>

To set the backup DNS name, use:

set dns backup <string>
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13. Sending and Receiving Data via Web Server
WiFly can be setup to easily pull or post data wed server.
Example: user wants to retrieve data from webesewith this format:

http://www.webserver.com/ob.php?obvar=WEATHER

Settings:

set dns name www.webserver.com¥name of your webserver

set ip address O /I so wifly will use DNS

set ip remote 80 Il standard webserver port

set com remote 0 /I turn off the REMOTE string so it does not inegd with the post

to make the connection the command would be:
open

or inline you can sendopen www.webserver.com 80
The user’s microprocessor should then send tha dat
GET /ob.php?obvar=WEATHER \n\n

Where the \n is the LINEFEED character decimabdBex Oxa
Two linefeeds are required so the web server knbe/page is complete...

13.1. Automatic-Advanced Web Server Modes

WiFly can be setup to automatically post and gétspecial HOST CPU support required!

set option format <value> Bitmapped value.

Bit of Format reg | Function

0 Automatically send HTML data header based ondwast interval.
1 Send users BINARY data (converted to ASCII hex )

2 Sample the GPIO and AtoD pins and format to ASEN

3 Appendskid= <the value of the deviceid string set with “set opt

device <string>">

4 Appends &rtc= <real time clock value in messag82abit HEX value
in format aabbccddeeff>

809 University Avenue ¢ Los Gatos, CA 95032 « Tel (408) 395-6539 ¢ info@RovingNetworks.com




WiFly GSX

www.rovingnetworks.com WIiFlyGSX-um  7/16/2010

13.1.1. Reading a pageWwiFly can be setup to automatically post with no$TOCPU

set com remote GET$/ob.php?obvar=WEATHER // setup the string.

set sys auto 3 /[ auto connect every 3 seconds.

set option format 1 // auto send the header once connection is open

set ip proto 18 /[ turn on HTTP mode=0x10 + TCP mode = 0x2

NOTEL1: when HTTP mode is set, the WiFly automaticallyesyols the \n\n to the end of the packet.

NOTE2: if the html header contains spaces, the $ isireuvhen entering the string. Space is the
command delimiter. When WiFly command parser $éewill convert this to a SPACE character.

13.1.2. Posting data to a pagewiFly can auto-post Serial UART data in ASCII oN&ARY.

Example: users data is ASCII string....
set com remote GET$/userprog.php?DATA= // sample server application

setuart mode 2 // automatically connect using data TRIGGER mode

Then when the serial UART data comes in, WiFly autonect, and will automatically send:

GET /userprog.php?DATA=<users serial data> \n\n

13.1.3. Posting binary data Web servers expect ASCII data, so if the User igattinary, WiFly
can convert it.

Example: using the same settings as above lthisi change: set option format 2
If incoming UART data = 6 bytes of binary datalwiitex values 0x01 OxAB 0x03 OxFF 0x05 0x06
Wifly will send this string to the webserver:

GET /userprog.php?DATA=01AB03FF0506 \n\n
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13.1.4. Auto posting sensor data WiFly can send its own data which is comprisechefvalue on
the GPIO pins plus the sampled data on the sefissr p
The data will come as 18 bytes of ASCIlI HEX: bszes GPIO><channel O thru 7 sensor data>
set sys auto 3 /[ automatically make the connection
set option format 7 // send the header plus the sampled binary dateected to ascii
The Resulting string sent to the server will be

GET /userprog.php?DATA=0F3011112222333344445555664G 7\n\n
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14. Firmware Upgrade over FTP

WiFly module has a file system for storing firmwaneeb pages and config files. Use theommand to
view files. File size is displayed in sectors ané &ctive boot image is identified in the final wege.

FL# SIZ FLAGS

11 18 3 WiFly GSX-2.05

29 1 10 config

190 Free, Boot=11, Backup=0

Multiple firmware images and config files can berst on the module file system.

FTP Upload and Upgrade

WiFly contains a built in FTP client for gettindefs and updating the firmware. The client usesspve
mode FTP, which allows operation thru firewalls &inel Internet.

To upload the latest released firmware from Rowegworks the following setting are required:

FTP username roving

FTP password Pass123

FTP filename =wifly-GSX.img

FTP directory =./public (this parameter cannot be modified)

To use FTP to upgrade the firmware, enter the otlg command:
ftp upload <string> (string is an optional filename, use to bypassdefault firmware filename)
The ftp upload command will retrieve the file andtsh the boot image to the new file.

<2.10>ftp update
<2.10> FTP connecting to 208.109.78.34
FTP file=30

The previous firmware will become the backup imadere is an example of what you should see after a
successful update:

FL# SIZ FLAGS
11 18 3 WiFly_GSX-2.05
29 1 10 config

809 University Avenue ¢ Los Gatos, CA 95032 « Tel (408) 395-6539 ¢ info@RovingNetworks.com




WiFly GSX

www.rovingnetworks.com WIiFlyGSX-um  7/16/2010

30 18 3 WiFly_GSX-2.10
208 Free, Boot=30, Backup=11

Note the module must be rebooted or power cyclagéothe new firmware. To boot a different firmevar
use the following command:

Boot image <num> sets the current boot image <num>

For example to boot the previous image from ab®ee u
<2.10>boot image 11
Set Boot Image 11, =OK

To upload your own firmware or config file to theodule, change the stored FTP settings: See seétton
for more details on the FTP commands. To upload fite w following command:

ftp get <string> Retrieves remote file with name <string>

15. Adhoc Networking Mode

15.1. Infrastructure and adhoc
comparison

There are two types of networks. The most common
network is infrastructure in which an access poiR) is
the common point linking all WiFi devices. The ass
point keeps track of who's on the local network and
directs IP packets. In many cases the AP is alsoiter
and will forward packets from the local networkotter
networks and the internet. It is also very comrfarihe
AP to be running a DHCP server which tracks an@yass
IP addresses.

Adhoc is considered a point to point network int #ach
WiFi device is linked directly to every other Wigevice
on the Adhoc network. There is no access pointWAFi
devices on the adhoc network participate in keetheg
network alive and each keeps track of the othevect
devices on the network by sending and receivingdiea
and probe packets. In most cases IP addresses are
assigned through Auto IP, although one of the WiFi
devices can be configured as a DHCP server.
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15.2.Configuring adhoc mode
The WiFly GSX module can be configured to setuadimoc network. This mode is useful for point to
point communications. The WiFly device is in Adhnode the device looks like access point for other
WiFi devices to join.
Note: currently the WiFly only supports OPEN modedreating adhoc networks.
Adhoc mode can be set via hardware or software cmis)

To enable adhoc mode via hardware:

SetP109high (3.3V) at power up. On the RN-134 PIO9 islJ@rof the jumper block. When the module
powers up in adhoc mode the WiFly module createsdéwoc network with the following

SSID: WiFly-GSX-XX where XX is the final two bgs of the devices MAC address
Channel: 1
DHCP: OFF

IP address: 169.254.1.1
Netmask: 255.255.0.0

With the adhoc jumper in place the above settingsrale the current saved configuration settings.
To enable adhoc mode from software:

From command mode, the module is configured fopaahode using the join command. You will also
need to set the ssid and channel.

setwlan join 4

set wlan ssid my_adhoc_network

set wlan chan 1

Turn off DHCP and set the IP address and netmasikh&rs devices know where to connect to the adhoc
WiFly GSX. Since auto IP fixes the first two bytsthe IP address you want to use the netmask of
255.255.0.0 so that other device connecting tartbdule can be reached. Alternatively you canrset t
netmask to a smaller subnet if the other devide’addresses are begin statically to the same sabrtbé
adhoc device

setip address 169.254.1.1
setip netmask 255.255.0.0
setip dhcpO

Be sure to save your configuration, then upon redwmodule will be in adhoc mode.

To associate with an adhoc network from anotherl\dEvice:
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set wlan ssid my_adhoc_network
reboot

or alternatively you can use the join command goaisite with the adhoc network. Remember to
disassociated using theavecommand if you are previously associated to amatbvork.

join my_adhoc_network

If you leave DHCP service enabled the WiFly devigé get an IP address using auto IP when assogjati

with the adhoc network. By definition auto IP fsxne first two bytes of subnet to 169.254.xxx.Xkke
WiFly device takes about two to three secondsgolve the auto IP address.

Alternatively you can statically set the IP addregslisabling the DHCP service and explicitly asgig
the IP address.

setip address169.254.1.2
setip dhcp 0

You can confirm the device has properly conneatettié adhoc network using the ping command.
ping 169.254.1.1 10

To use associate with the WiFly adhoc network feorother computer

Open the “Control Panel / Networking and Sharibgfworking and Sharing Center” dialog in Vista or

“Control Panel / Network Connections” dialog in WWlows XP. From here, view available networks and
select the name of the adhoc network.
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Note: Once associated with the adhoc network a\asito IP may take a couple minutes to allocaté®an
address for your computer. To work around this gam assign a static IP address in the networkngstti
TCP/IP / Properties menu.

Once associated with the adhoc network you can amemnection or telnet window as you would with an
enterprise connection.

NOTE: The module does not support adhoc and entenpeiseork modes simultaneously.
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16. Analog Sensor Capability

The WiFly-GSX has 8 analog inputs that can be driwéh O to 1.2VDC. Warning: over driving these
inputs will cause permanent damage. The analogsmme sampled and the digital value read by uiag
show q <channel>command.

The hardware specifications on the analog input is:
Input voltage range: 0 - 1.2V, however the AZusates at 400mV.

Resolution: 14 bits = 12uV
Sampling frequency: 35us
Accuracy: 5% un-calibrated

See the WiFly-GSX (RN-131G) data sheet for moraitet

The accuracy of each analog sensor reading caffds by up to 5% due to variation from chip toghlo
improve accuracy we recommend using a precisiareate voltage on one of the analog inputs to
calculate the offset. The offset will be the sdoreall analog inputs.

For example,

- drive precision 200mV reference on analog input 4
- read channel 4 and compute the offset.

Let us assume for example, if you read 210mv youlev&now that the offset is +10mv.
When you read input 5 you would subtract 10mv ftbmresult.

To read a sensor pin, send the following command:

show g <channel>

Channel is the analog input from O to 7. The vétwehe input channel you is measured in micravald
is returned as 8xxxxx. The 8 in front is a stasarker.

You can also sample multiple channels by using anbsk:

show q Ox1<mask> where mask is a bit mask of the channels.
For example, to read channels 0,1, and 7, send:

show q 0x183

The return values are the format: 8<chan0>, 8<tha8<chan7>\r\n
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Automatic sampling of sensor pins:
The sensor pins can be automatically sampled atadfolavarded in 2 modes:

1. the UDP broadcast packet will contain the valuthefsamples.

2. in HTTP mode, the pin sampled data can be forwhtde@ remote server
to enable the above modes, use the

set option format <mask> command.

USING the BUILT IN SENSOR POWER
WiFly modules contain an onboard Sensor poweryimch is controlled by the command below:
set g e <value>

Valid values are:

Value Sensor pin voltage

Turn off the sensor power
GROUND the sensor pin

1.2V internal regulated reference
VBATT input pin

3.3V output of on board regulator

AlWIN|FL IO

ON BOARD TEMPERATURE OPTION (RN-121 TEMP )

show gt

The return values are the format: T=207\r\n s thould be 20.7 degrees C.
showgtl enables automatic sampling and output once pengeco

show qt 0 turns off automatic sampling and output of tempeeat
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17. Default Configuration Settings

ADHOC PARAMETERS
Beacon 100 (milliseconds)
Probe 60 (seconds to look for beacons befarkdeg adhoc is lost )

BROADCAST PARAMETERS

IP address 255.255.255.255
Port 55555
Interval 7 (seconds)

COMM PARAMETERS

Close string *OPEN*

Open string *CLOS*

Remote string *HELLO*

Flush size 64

Match byte 0

Flush timer 10 (milliseconds )
Idle timer 0

Cmd char $

DNS PARAMETERS

IP address 0.0.0.0

Name serverl

Backup backup2

FTP PARAMETERS

Server address 208.109.78.34 (roving default tepsiarver) (port at 21)
File Wifly-GSX.img
User roving

Password Pass123

IP PARAMETERS

DHCP ON (1=enabled)

IP address 0.0.0.0

Net mask 255.255.255.0

Local port 2000

gateway 0.0.0.0

host 0.0.0.0

remote port 2000

protocol 2 (TCP server and client)

OPTIONAL PARAMETERS
Device ID WiFly-GSX
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Join timer/WPA timer 1000
Replacement char $ (0x24)
Format 0x00
Password (no password enforced)
Sensor 0x00
SYSTEM PARAMETERS
Sleep timer 0
Wake timer 0
Trigger 1 (SENSO pin wakes up the device)
Auto connect 0
IOfunc 0 (no alternate functions )
IOmask Ox21F0
Print level 1 (prints enabled)

TIME SERVER PARAMETERS

Enable 0 (disabled)
Server address 129.6.15.28 (fixed to port 138BITP protocol)
Zone 7 (pacific USA time)

UART PARAMETERS

Baudrate 9600

parity n (none, this is the only option avaiigbl
flow 0 (disabled)

Mode 0

WLAN PARAMETERS

SSID rovingl

Channel 0 (automatic scan )

External antenna 0 (off - use on-board chip ardgnn
Join mode 1 (automatically scan and join Basessid )
Authentication mode OPEN

Mask Ox1FFF ( all channels)

Rate 12 (24Mbit)

Passphrase rubygirl

Key number 1

Key 0000000000O0O0O

17.1.Restoring Default configuration settings:

From command interface use tlaetory RESET command to restore the defaults. This command
automatically loads default settings, and execat&ave” command.

From hardware, setting P1O9 high on power up aimaddctory reset functional and toggling P1O9 figg
times there after causes the configuration setongstored to the factory reset.
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P109 is sampled at about 1 Hz, so if using a CPgketerate the signal, make sure that PIO9 transiiiH
toLorLtoH) are atleast 1 second long.

User file option

As of version 2.10 you can now specify a USER agprfation as the factory reset settings. Priohi® t
release only the hardcoded factory defaults woeldelstored. If there is a config file named "usgns
read in as the factory defaults instead of usieg@ctory hardcoded defaults. If no "user" coniig is
present, the hardcoded factory defaults are used.

The "user"” config file is created using tteave uset command which saves the current configuration
settings into the “user” file.

Even if there is a “user” config file arming andyghing PIO9 7 times will override the “user” segsand
restore the wifly module to the factory hardcodethdlts. This is a bypass mechanism in case a bad
configuration is saved into the “user” file.

Note: The module should be rebooted, or reset iggkt line for the new settings to take effect.

18. Boot-up Timing Values

Function Description Time (in ms)
Power up Powerup Time from Reset HIGH or power giodooot 70
code loaded.
Initialization |Initialize ECOS 50
Ready Load configuration and Initialize application 30
Total time to READY 150
Join Associate using channel = 0 (full channel soaask = 80
Ox1FFF)
Associate using channel = 0 (primary channel scesk = 15
0x421)
Associate using channel = X (fixed channel) 5-20
Authentication |JAuthenticate using WPAL or 2 ( highly dependenifaces 50 - 250
Point response)
Aquire IP DHCP obtain IP address (highly depenadenDHCP server 30-??77?
response time )
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19. Supported Access Points

Access points that are set to MIXED mode (WPAL1¥AfiRIA2) may cause problems during association
because some of these incorrectly report theirrggauode.

We also currently do not support WPA2-Enterpriselins server authentication, EAP-TLS)

The WiFly GSX should work with any standard AccBsint. We have tested the WiFly-GSX module with
the following access points:

Cisco Aeronet series

Linksys (both standard and openWRT Linux)
Netgear WGR614 v8

Netgear WGN54

DLINK dir-615

Airlink 101

Apple Airport express

Buffalo networks
ADHOC MODE (Apple iPhone, Microsoft windows PC WwiXP, Vista , Ubuntu Linux)
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20. Release Notes

20.1.Known problems

The UART does not support odd or even parity, onlyo parity is supported.

Flow control: RTS may fail to de-assert quickly eough for some high speed CPUs to
correctly stop sending data bytes. For high speddansfers at baudrates > 460800, it is best to
limit RX data to the maximum Ethernet frame (1460 lytes) and have a protocol to
acknowledge data is received by the remote host.

20.2.Current Firmware features and fixes

As of version 2.21 07/11/2010
The firmware checksum the image (and compare tsttired values in the file ) now before
committing it to flash and updating the boot recafter download. If the checksum fails firmware
prints “UPDATE FAILED” and deletes the image.

As of Version 2.20 06/14/2010
Fixes

Passphrase is now accepts up to 64 chars. A buglutted in 2.19 causes the wlan passphrase to be
truncated to 32 characters (making it impossiblertier a 32 byte HEX literal PSK')

Fixed DHCP status when link to Access Point (ARds. It was still reporting DHCP OK. ltis

now cleared and new DHCP session will start oncdid®is reestablished )

Fixed a bug whereby UDP receive becomes disablegdnkets are received) if AP-LOST and then
re-established.

Improved handling of AP disconnect, and AP lingtldue to linkmon timeout or other disconnect
If TCP connection was active, connection couldrbkung/incorrect state, and once AP is regained
in some cases this would not recover. This has ftieed in this version. Refer sectiosét ip flags
<value>’ for more information.

Added new setting to the UART modget uart mode 0x10.

Features:

Disabled the auto-join feature when in command modeito-join causes WiFly to become
unresponsive to $$$ or commands during The perioehvauto-joining, when auto-joining is failing
do to non-existent AP, making it hard to procesmtarpret commands. Once command mode is
exited, auto join will re-enable.

There are new levels of print out diagnostics tizett be enabled/disable with the sys print variable.
Refer section 10.6 for more deails
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Ability to add prefix to HTML client post, specifaly the ability to appen&id= and&rtc= in the
HTML message. Please refer section 13 for morealdeta

As of Version 2.19 3/05/2009
Fixes

Improved performance of the UART receiver. UAR©@w reliable at up to 460Kpbs with RTS
flow control.

Features

Created UART data trigger mode, which will autdicedly make a TCP/HTTP connection based
on received UART data. set uart mode 2 to enable this mode.

Added timestamping option to both UDP and TCP pt&ck8 byte RTC counter is appended.

DHCP client now inserts the DEVICEID string inteetllOST name when requesting a DHCP
lease. This string is displayed by most routecsRHCP servers in their lease tables.

show n ncommand returns the MAC Address of the Access Ruinently associated.

get i acommand returns only the IP address of the WiFly.

show networkadded a response “Boot=<time in ms>" which displéne total time in milliseconds
that was required to be ready on the network (aatand get IP addres3his time is also added

to the UDP broadcast packet at byte location 92.

Added a number of HTTP commands for posting datavi@bserver see Section. 12

As of Version 2.15 10/15/2009

Fixed a problem whereby the first UART RX charactseived on power up is received but does
not sent until receipt of 2nd character.

Fixed a problem with some APs that violate Wi-Feafications by not responding to WPA
authentication within 250ms. Tlget option jointimer xxxx command, which specifies the
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timeout in ms for a join now also applies to the AMitneout. The default is now 1000ms or 1
second. Note: some APs require up to 1500mssfmorel.

When connected over TCP and the AP disappears BliyWises association the WiFly will now
closes the connection. The *CLOS* response will appear when the connection is terminated by
the WIFly. NOTE: This may require the use of s comm idle xx setting to monitor the TCP
connection, and force a TCP disconnect when noiddliawing due to lost association.

Features

Link monitor The commandet wlan linkmon xis now used to monitor the state of the assodciatio
to the AP. The AP is scanned once per secondf anmmbnsecutive scans fail, the WiFly declares
“AP is lost” sets the interface to down state, anters the association process. Previously the
WiFly would not detect that the AP association Vs until the AP became available again, or the
WiFly was power cycled or rebooted.

ADHOC mode The commandet adhoc probe xis now used to set a threshold for the number of
consecutive missed probe responses allowed beéatarthg “ADHOC is Lost” and setting the
network interface to be down. Default is 5 probAssetting of

set adhoc probe Owill disable this function. Some Adhoc stationsrai reliably respond to

probes and so this value higher avoids inteemittoss of connectivity.

DHCP cacheTheset ip dhcp 3command is now used to enable DHCP address cachihre
caching is turned on, the initial DHCP settingsstmed in NVRAM. This is most useful in battery
systems, when using the sleep mode. Upon wakarg §leep, as long as the DHCP lease time is
still valid and the WiFly is associated to the sahie DHCP caching does not survive a power
cycle or usage of the hardware reset pin.

ARP table cacheTheset ip flags 0x2Gcommand is now used to enable ARP table cachi@gce
caching is turned on, any ARP table settings ackdxhup to NVRAM before sleep. Upon waking
from sleep, the ARP cache is loaded. ARP tablbingadoes not survive a power cycle or usage of
the hardware reset pin.

DNS host address cache. Theset ip flags Ox1@command enables DHCP address caching. Once
caching is turned on, the initial DHCP settingsstored in NVRAM. This is most useful in battery
systems, when using the sleep mode. Upon wakarg &leep, as long as the DHCP lease time is
valid and the WiFly is associated to the same ARS[R2aching does not survive a power cycle or
usage of the hardware reset pin.

UART break detect enables sleep.The commandet uart mode 8enables break detection on the
UART RX pin. Once Break is detected (a consiskantvalue on RX pin) ,WiFly waits for the
UART RX pin to return to a high value before gotogsleep.

UART NOECHO mode. The commandet uart mode lis now used to disable echoing of RX
chars while in command mode. This is usefbkn embedded controllers are used to send
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commands to the module. NOTE: For consisteieycommand prompt resporns2xx>now
also containsr\n appended string when in this mode.

As of Version 2.12 9/17/2009

Fixed problem with some newer 802.11n - associattegmpts cause module to crash/reboot. (Such
as Linksys WRT160NL)

Fixed problem with send on match character i.ecagtm match char. Match char is now
operational.

During an open TCP session, a second incoming ctionevould be accepted. Second connection
is now accepted but then immediately closed.

Hardware flow control is now supported. To enabke thé'set uart flow 1” command.

DHCP renew and rebind is fully supported. PresipuDHCP renew/rebind would update IP
settings, and if a TCP session was active it weual#r a hung state. TCP connections now survive
a DHCP renew/rebind.

Features

TCP connection password This optional pass word is enabled with the camdn“set opt pass
<string>", incoming connections will be challengatd the stored password must be matched or the
connection will be closed.

UART instant baudrate Theset uart instant <rate>commandmmediately changes the baudrate.
This is useful when testing baudrate settingswatiching baudrate “on the fly” remotely while
connected over TCP.

Analog interface commandsThe “show q” command will now enable and showdlggtal value of
the analog interface pins. See section 16

As of Version 2.11 9/8/2009 — Limited release (pleaupdate to 2.12)
As of Version 2.10 8/14/2009

Added a 250ms guard band in parsing of $$$. Thauteanow looks for three $$3$, and only three
$$$ within a 250ms period with no additional chéees following for 250 msDo not send \cr or

\If after the $$3$.

Fixed problem with UART dropping data. In casedwatrge data transfers (>100KB) the UART
would become over whelmed and drop data.

We no longer pass serial data received into the UA&ck over telnet when in remote command
mode

Features
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User specified default configuration You can now specified a USER configuration asfdctory reset
settings. The function of PIO9 has been changgttkl. See section 17.1

Configurable Device ID— There is now an additional user programmablécéd® that can be used
for storing serial numbers, product name, devipe tyr other information. The device ID is partlog
broadcast “hello” UDP message that the module seatl® identify itself. Use the command show
deviceid to display the current setting. For maorferimation on using this command see the “set
optional” section command

UDP broadcast packet -By defaultthe WiFly module now sends out a UDP broadcast to
255.255.255.255 on port 55555 at a programmabdeviat The broadcast address, port and intereal ar
set using the set broadcast commands. See séction

Known Issues

WiFly Module has trouble associating with some 8221 access points. The module will crash and
reboot repeatedly. We have seen this behavior hintksys and Dlink router/access points. If you
disable the .n capability on the router the moaileassociated correctly.

Flow control is not functional.
Current Firmware Version 2.09 7/10/2009

Sleep mode was drawing 70uA instead of the expehiéddue to an oscillator that was not
disabled before going to sleep. Refer to the RNGLd&tasheet for the proper low-power hardware
configuration.

Fixed closing of TCP port on TCP RESET. Previouklmodule was not handling remote TCP
reset correctly and would disconnect which resulteal printout of ERR= -5, TCP port was not
closed properly.

Fixed clearing and setting of strings in severaktsenmands. In these cases the strings could be
erased, but not reset.
0 set comm remote
set comm open
set comm close
set dns name
set dns backup

© O 0O

Removed extra character in UART output. Previotisdymodule would insert an extra "\r"
character when '\n' appears in data stream.

Added theget everythingcommand to dump out all configuration settings
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Fixed the alternate 1/O functions to allow connectbased on PIO5. The manual has been updated
to include a much better description of this fuoietlity. See section 10.5
As of firmware version 2.08 6/08/2009

Connecting out an IP address does not use the DN$®ackup DNS if the connection to the
primary IP address fails. Connecting using DNt®éf IP address if O.

UART hardware flow control not yet functional.

TCP_NODELAY added as default. This improves perfance as the stack no longer waits for
each TCP packet to be ack’ed, (since many Mictasatems only ack every OTHER packet).

Set ip proto is now a bitmask. It is possiblééwe both UDP and TCP bits set. If TCP enabled,
UART RX data will be forwarded via TCP if a conneatexists. Otherwise, data will forward
over UDP (if UDP bit is set).

As of firmware version 2.07 6/04/2009

Command changes
- set wlan antenna < 0 or 1 >command has been changed wlan extant <0 or 1 >.
set wlan auth <value> command has been added
set wlan hidewill hide the WEP key or WPA passkey. To unhidey get key or passphrase again.
setip proto 8 TCP client mode, (no listen server) only outbouadrections can be made.

Bug fixes

Adhoc mode client associates properly

You can now enter the WPA passkey after settingsBiD, previously the pass key had to be
entered first for the security hash to be correctbated.

Auto join now stops after 3 retries.

Features
show net now displays the WiFi TX rate, and correctly di#gsfs authenticated state and shows
authentication mode that was used.
ping h will ping the stored host address. If no hosirads stored, will attempt to use the DNS
hostname.
pingi command added to ping a known Internet s€iwvemv.neelum.com) by first resolving the
address, proving that DNS is working and then pigdhe server. This proves the device has
internet connectivity.
UDP secure mode will only forward packets to theRIAthat match from the host address. TCP
secure mode will only allow connection from andhBt matches host address.

As of firmware version 2.06
- Web server interface is not available — Configwratver telnet and the UART
UART flow control is not functional — The module yndrop data at high data rates
Sensor pins for reading analog signals are nottggb
Wake on UART RXD or CTS is not working on curreatision REV2 of the SurfBoard.
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The fast- auto sleep timer for UDP mode is not engnted.

Fixes since firmware version 2.05
Configuration over Telnet not functional
Error checking the correct number of parameters
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